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1.

Beem noapsan coobniath CBOK YACTEYHO HWHOOPMALMIO (HACTOSIME HMA, (aMUIHIO,
TenedoH, agpec, HOMEp 1IKOJEL, & Takoke hoTorpaduu CBOM, CBOEH CeMBH H Apy3ci),

2. OrkpsiBaTh BIOKEHHEE QaliNbl 2TeKTPOHHOH MOYTEL, KOIa He 3Haellb OTTpaBUTeN,

3. T'pybHTh, NpHAHPATECS, OKAZEIBATE JABICHHE — BECTH ce0s HEBEMIIHBO H arPECCHRBHO;

4. He pacmopsxaltcd AeHEraMH TBOeH ceMbM €e3 paszpellleHMs CTapumMx — BCeraa
clpatiHBai poanTene;

5. He Bcrpedaiics ¢ VurepHer-3HakompiMM B DeanbHOW JKHM3HH - [OCOBETyHCa Co
B3pOCIIBIM, KOTOPOMY JAOBEPSELIE.

OCTOPOXHO

1. He Bce numyr npaeny. Yaraems o cebe Henpasxy B HETepHeTE — co0BmM 06 3TOM
CBOHM POIATENAM HIIH ONCKYHaM;

2. IlpurnamaioT mepennuchBaTHCS, HIPATH, OOMEHMBATHCS — IPOBEPB, HET JIK II0BOXA;

3. HesaxkonHoe KonupoBaHHe aiinos 8 MHTepEETE — BOPOBCTBO;

4. Bcerjia paccka3piBa¥ B3pOCABIM O NpobnemMax B CeTH — OHM BCeraa MoMOTYT,

3. Hcnoiwsayéi wacTpoiikm 0e20nmacHOCTH M NPHBATHOCTH, YTOORI HE IOTEPATH CBOH
AKKAyHTHl B COLICETAX W IpYIHX TopTanax.

MOJXHO

1. Vpaxait Ipyrax nons3oBaTenei;

2. Tonp3yembes HTepHeT-UCTOUHHKOM — lefali CCEUIKY Ha Hero;

3. OrtxpeiBa# TONBKO Te CCHUIKH, B KOTOPBIX YBEPEH;

4, O6miatbcs 33 NOMOIUBIO B3POCHBIM — POAMTENH, ONECKYHBl M 8AMMHHCTDALHA CaiiToB
BCCTZa [OMOTYT;

§.

[Tpoiinn o6yuenue Ha caidte «CeTeBHYOK) U MOMYYH MACTOPT IAMPOBOro rpaxkAanuHa!



IMpunoxenne Ne2. Undopmanuonnan namMarka 1,18 00y49a0muxed 1A pa3MellieHns Ha
opuunaneubix Hurepuer-pecypeax

C KaxIBIM TOJOM MONOAEXKH B HHTEPHETE CTAHOBHTHCA 0OJIBIIE, @ MKOJIBHAKYE OJHK U3
caMeIX dKTHBHBIX noJb3osareneli Pyrera. Mexzgy teM, NOMHMO OFPOMHOTO KOITHYeCTBA

BOIMOKHOCTEH, HHTEpHET HeceT W npobiaeMel. DTa MaMATKa AO/DKHA NoMous TeDe Ge30macHo
HaxoniThECA B CCTH.

Komnbiomepibie gupycwl

KoMmneroTepHBIET BHpPYC — 23TO  DPa3HOBHIANOCTE  KOMIBIOTEPHBIX  IPOTPaMM,
OT/IMYHTENLHOH OCOGEHHOCTBIO KOTOPOH ABIAETCA CHOCODHOCTL X PasMHOXEHHIO. B
MOTIONHEHHE K 3TOMY, BAPYCHI MOTYT [OBPEANTE HAH [ONHOCTBIO YHHYTOXHTL Bee dadiibl u
JAHHBIE, MOIKOHTPONBHBIC NMOJB30BATENIO, OT UMEHM KOTOoporo Obuia 3amylieHa 3apamEHHas
NpoirpamMMa, a4 TAKKE NMOBPENUTh MIM JAKE YHUUTOXUTE OTNCPALMOEHYIO CHCTEMY CO BCEMM
dai1amu B nenoM. B GonpuMEcTBE CiiyHaeB pacnpocTPaHAIOTCS BUPYCH YEPE3 HHTEPHET.

MeToab! 32T OT BPEIOHOCHEIX MPOrpaMM:

1. Hcmons3y#t coBpeMeHHBIE OIEpallMOHHBIE CHCTEMBI, HMEIOIMME CEpPbE3HBIH YPOBEHDb
3aIIHTE] OT BPEAOHOCHBIX IPOrpaMM;

2. TlocrosHHO ycTaHaBNHMBal nmauTH (UbpoBEHE 3aNNaTKH, KOTOPbE aBTOMATHHECKM
YCTAHABIMBAIOTCA ¢ LENBIO 0pabTku nporpammsl) U apyrue oOHOBNEHMS CBOEH
onepanHoONHOM cHcTeMbl, CKaudBai HX TONBXKO ¢ OhHUHATBLHOTO calitTa paspaboTauka
OC. Ecsn cyniecTByeT pesxyiM aBTOMaTUHECKOro ODHOBMICHHA, BIUTIOYH €ro;

3. Paborait Ha cBOEM KOMIBIOTEPE IO MpaBaMi HONL3OBATENS, @ HE AMHHHCTPATOpA.
D10 HE NO3IBOJHT OONBIUHHCTRY BPEJOHOCHBIX INPOrPaMM HMHCTAAMPOBATHCH Ha
TBOEM II€PCOHANBEHOM KOMIIBIOTEpPE;

4. Vcnons3yli aHTHEMPYCHEIE POrPAMMHBIE TIPOAYKTHI A3BECTHEIX [IPOMABOAMTENEH, ¢
ABTOMATHYCCKAM 0DHOBIEeHHeM Das;

5. Orpanuyb Gu3MUECKHH AOCTYN K KOMIBKTEPY MUIA NMOCTOPOHHAX JIHI

6. Hcnoneayit BHEIMHME HOCHTENN HRQOPMALMH, TAKHE KaK (relmka, JUCK Wiy haiin uz
HHTEPHETA, TONBKO H3 NpodepeHHBIX HCTOYHHKOB;

7. He oTKpeiBali KOMNBIOTEpPHEIE (aiiiibl, NONYYSHHLIE M3 HECHANSKHBIX HCTOYHMKOR.

Jaxe Tte daiinel, koTopsle npucnan TBoH 3Hakombid. Jlyuine yroudHH ¥ Hero,
OTIPABIIS 1 OH Tebe ux.

Cemu WI-FI

Wi-Fi - 310 He BUJ nepenayn JAHHBIX, HE TEXHONOIHA, & Beero auius Gpens, mapka, Eme
B 1991 romy nuaepnanackas KOMIaHHA 3aperHerpupoBasia Openn « WECA», uto ofozHavaio
cnosocoueranue « Wireless Fidelity», koTopriif nepesoantcs xax «GecpOBOAHASL TOYHOCTEY.

Mo Hamere BpemeHW pAowna apyras aO0pesuatypa, XoTopaa #ABNASTCA TakKoH e
TEXHONOTHEH. D10 abbpesmarypa « Wi-Fin. Takoe Hassanue GbuI0 JaHO ¢ HAMEKOM Ha CTAHAAPT
BRICLHHA 3BYKOBOH Texauky Hi-Fi, 4to B mepeBosie 03HayaeT «BHICOKAA TOYHOCTEY.

Ha, GecrulaTHpii HHTEPHET-IOCTYN B Kade, OTEadX M a3pONOPTax SBIAETCH OTIHUHOMN

BO3MOXHOCTBIO BBIXOAA B MHTepHeT. Ho MHOTHE 3KCNepThl CUKTAIOT, UTO 06menocTynnbie Wi-
Fi ceTit He #BAMIOTCH DE30MACHRIMH,

Cosersi o 6e3onacHocT padoTe B obmenocTynuex cerax Wi-fi:



He nepenpasait cBowo nuuHyio uH(GOpManmio 4epes obmenoctynasie Wi-Fi cerw.
PaboTaa B HHX, JKENATENbHO HE BBOAMTH NAPONH JAOCTYNA, JIOTHHEl B KaKHe-TO
HOMEpa;

2. Wcnoabsyit 1 oOHOBIRH aHTUBHPYCHEIE TIporpaMmet M OpaHaMayep. TeM CaMBIM ThI
ofe3zonacuins ce0d OT 3aKayKy BEpPYca Ha TBOE YCTPOHCTBO;

3. Tlpu ucoonwzopannu Wi-Fi otkmoun ¢yeximro «O6muii poctyn k dakmam
npuHTepam». JlaHHas OyHKIHA 73aKpeITA [0 YMOMYaHHIO, OJIHAKO HEKOTOphIE
[OJIB30BATENH AXTHEHPYIOT e€ g yaoOcTea uCnons30sanus B padoTe HIH ydebe;

4. He ucnons3yit nybauunsii WI-FI ans nepema4n JMHYHEIX JAHHBIX, HAIPHMED IS
BBIXOIA B COUHANEHBIC CETH HITH B 3NCKTPOHHYKO ITOYTY,

5. Hnonesyii Toneko sampnuensoe coepunenue gepes HTTPS, a ne HTTP, T.e. npn
nabope Beb-anpeca BBOAH HMeHHO «https://»;

6. B MmoOGunsHOM Tenedone orkmoun GyHxumro «Ilogxwmonenwe k  Wi-Fi
aBTOMaTH4YecKH». He momyckaii aBTOMaTH4ECKOro NOAKIOYEHNA YCTPOHCTBA K CCTAM
Wi-Fi Ge3s Teoero cornmacus.

Coyuanbhwie cemu

ColmanbHble CETH AaKTHBHO BXOAAT B Hally KH3Hb, MHOIHE MIOAH pabOTaiOT M KMBYT
TaM IIOCTOAHEO, a B Facebook yxe 3apermctpupoBan Musnuapy 4enoBek, YTO ABIAETCH OHOM
cebMOH BCEX JKHTENeH NNaHeTsl. MHOTHE IONB30BATENIH HE IMOHHMAIOT, YTO HH@OPM&UHH,

pasMEImeHHas HMH B COIMHAILHBIX CeTAX, MOMKET ObITk HAHEHA M MCIONE30BAHA KeM YrooHo, B
TOM YHCIe He o8g3aresHO ¢ BulardMyu HaMepEeHHAMH.

OcHOBBEIE COBETEI II0 DE30MACHOCTH B COLIMATBHBIX CETAX:

1.

2.

Orpanuye CNHCOK Apy3eH., ¥ Tebs B ApY3bAX HEe AODKHO OLITE CAyYaliHeIX H
HE3HAKOMBIX HIOeH;

Saumuuiai cBo YacTHyIO ku3Hb., He ykasemmaii naponn, tenedoHsl, agpeca, mary
TBOErQ POKACHHA H APYTYK JNHYHYX HHQOpMaAUMiO. 3NOYMBIULIEHHHKH MOTYT
HCIIOJIB30BATE J1ajke HWH()OPMALMK © TOM, KaK Thl H TBOH DPOJMTENH NJIaHHUPYETE
MPOBECTY KAHMKYIILI;

3anmuinail cBOKO peNyTalHIO - JepKH ee B YHCTOTe M 3amasail cebe Bonpoc: XoTen Obt
THI, 4T0GB1 APYTHE MOIB30BATENM BHACIH, 4TO THI 3arpyxaems? Ilogymali, npexae
HEM 9TC-TO ONyOIMKOBATh, HAMMUCATH H 3arPY3HTh;

Ecrn TH! TOBOPHIIE ¢ JNIOABMM, KOTOPEIX HE 3HACIIb, HE HCHOJBL3YH CBOE peanbHOe
HMA M JIDYTYIO NTHYHYXO HMH(pOpMaLMH: HMA, MECTO JKMTENBCTBA, MeCTo y4eOwl W
npovee;

HM3beraif pasmewenns dororpaduit 8 Muteprere, rae Tol u306paxed Ha MECTHOCTH,
O KOTOPOH MOKHO ONPEACNHTE TEOE MECTONOJIOKEHHE,

IIpu perucTpanuu B COUAAILHOR CETH HEOOXOMHMO HCNIONB30BATh CIOXKHEIE 1apOTH,
cOCTOAIMME U3 BYKB ¥ UPP B ¢ KOTHHYECTBOM 3HAKOB HE MeHee §;

Jng conuanbHoM CeTH, NOYTHI H APYTHX CAHTOB HECOOXOMHMO HCIONL30BATH PasHble

naponu. Toraa ecm Tebs BITOMAIOT, 10 AMOYMBINUICHHAKY TOJYYAT KOCTYD TOMBKO
K OJIHOMY MECTY, a He BO BCe Cpasy.

DnekmpoHHbie OeHbU

DIEKTPOHHBIE MEHLIM -— 3TO 0YeHb yaoOHbHi cnocol IUaTexei, 0JHAKO CYINECTBYIOT
MONIEHHUKH, KOTOPBIE XOTAT IONYYHTH 3TH ACHBTH.

BHEKTPOHHHB JEHLBIH MOABHIHCE COBCEM HEZABHO H MMEHHO H3-3a 3TOro BO MHOTIHX
roCyAapcTBax A0 CHX MOp He NPOIHCAHO IPO HEX B 3aKoHAX,



B Poccun e OHM (QyHKUHMOHMPYIOT M O HHX YX<€ NPONKCAHO B 3aKOHE, rAE MX
pazgensdT Ha HECKONIBKO BMAOB — AHOHHMHBIE H HE AHOHHMHEIC, PB.SHHIIa B TOM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOPHIX pa3pelllaeTcd TPOBOAMTL ONepaudu 0e3 MIeHTH(HKALHEM
[0/1B30BATENS, 8 B HEAHOHUMHLIX UACHTHMUKALIMH [IOJIE30BATENA SBNSeTCH 00513aTeNnbHOM.

Takxe ciaenyer pasnHdarh NEKTPOHHBIE ¢uaTHele TEHECH (PaBHBI FOCYJaPCTBEHHLIM
BAMIOTAM) ¥ 3JIEKTPOHHBIE HE(PHATHEIE TeHbIH (He PAaBHEl TOCYNAPCTBEHHBIM BAIOTaM).

OcHosHB1e coBeThl 10 Ge3omacHoil pafoTe ¢ MMEKTPOHHEIMHU IEHBTAMU:

1. Tlpuemxu K cdeTy MoOHABHEIA TenedoH. D10 caMblil yAoOHBIH H GBICTPEIE cnocod
BOCCTAHOBHTE JOCTYN K cyety. [Ipupssanueni renedon nomoxer, ecnd 3abynems
CBO TIaTeKHEIN Mapons ik 3alifeiub Ha cafT ¢ He3HaKOMOTO YCTPOHACTRE;

2. Hcnoaesy#t omnopaszoBble napomns. [locne nmepexona Ha yCHICHHYIO aBTOPH3ALMIO
Tebe yxe He OyaeT yrpoKaTh ONAaCHOCTE KPAKH HIIN NIEPEXBATA MIIATEKHOTO AP,

3. Bulepn cnoxusii napons. Ilpecrynuukam Oyner He NpOCTO Yralars CHOXKHBIHR
naposie, Hagexueie naposnu — 3T0 naposiH, KOTOPEIE COAepKaT He MeHee 8 3HaKOB H
BIJTEOYAIOT B ce0f CTPOYHEIE M NPOMHCHBIE OYKBEI, HHGPH ¥ HECKOIBKO CHMBOJOB,
TaKHe KaK 3HaK J0J/U1apa, GyuTa, BOCKIHLATebHLIH 3Hak u T.M. Hanpuamep, $tROng!;;

4. He BBOOM cBOY NHYHBIC JaHHBIE HA caliTaX, KOTOPEIM He IOBEpPAELIb.

Dnexmponnas nouma

DNEKTPOHHAS [IOMTAa — 3ITO TEXHOIOTHSA H IPEAOCTABJIACMBIE €0 YCIYTH 110 NEPECHUIKE K
NOIYYEHHIO 3JIEKTPOHHBIX COOOINEHMH, KOTOPBIC pACHPENENAIOTCS B KOMIBIOTEDHON CETH.
OOBMHO ~ 3MEKTPOHHBIA  TOYTOBBIK  ANIMK  BEIVIAAMT  CHEYIOUIMM  ofpasom:

HMS_TONB30BATENA@UMA_noMena. Taxke Kpome Nepefayd INpoCcTOTO TEKCTa, KMEeTcs
BO3MOKHOCTE NepeiaBaTh Qanns:.

OcHoBHbIe COBCTE 110 Oe3onmacHoii paboTe ¢ 3neKTPOHHOH NOYTOR:

1. Hapo Buibpare npaBdIbHBIM NOYTOBLIN cepBuc. B HHTEpHETE eCTh OTPOMHEIN BRIGOP
OecruTaTHLIX IIOYTOBBEIX CEPBHCOB, OXHAKO JIYYLOE AOBEPATh TE€M, KOTO 3HASIIL ¥ KTO
NEpBLIK B peATHHTE;

2. He yxaseBa# B nu<HO# noure nuuHyro HHpopmaunio. Hanpumep, nywme BeiGpars
«MY3BIKATBHBIH_(arat@» wnn «pok2013» Bmecto «temal 3,

3. HMcooub3yl ABYXITaNHYIO aBTOPH3ALHKIO. JTO KOIAA OMHMO [1apOJis HY>KHO BBOIHTH
KOJ, IpUChIIaeMuId mo SMS;

4. BriBepu cnoxHeii mapomns. [ ka#gioro no4YTOBOrO SNIMKA JOMKEH OBITH CBO
HaANEHHBIN, YCTORYHBBIH K B3IOMY I1aponk;

5. EclH eCTh BO3MOKHOCTH HAIIHCaTh CaMOMY CBOM NHYHBIH BONpOC, HCTIONL3YH ITY
BO3MOXKHOCTE:,

6. Mcnomb3ylt HECKOMEKO MOWTOBBIX SIUMKOB. IIepBEIA [IA YACTHONU MEpPEnUCKH ¢
anpecaraMHd, KOTOPEIM Tkl JOBEPACINL. ITO JJNEKTPOHHBIH anpec He Haxo
HCOOJAB30BATE MPH PETHCTPALIMK Ha hopyMax H calTax;

7. He oTkpeiBaii ¢aiine ¥ IpyTHe BIOKeHMS B NUCHMAaX JaXe €CHHM OHH HPHIUIH OT
TBOMX Apy3ei. Jlydlue YyTOUHH y HUX, OTIPAB/AAIH K onu TeGe 3TH dailil;

8.

Tlocne okondanus paboTBl HA NMOYTOBOM CEPBHCE Nepefi 3AKPHITHEM BIIAIKK C
caiToM He 3a0yzp HaxaTh Ha «BeiiTy.



Kubeplynaune uin 6upmyanbHoe U30esamelscmeo

Kubepbynnmuear — npeciacaosanne CooOMIEHHAMH, COOCPXKAIAMH OCKOPONEHMA,

arpeccHio, 3alyrHBaHNC; XYIHIAHCTBO; COUMATLHOE DOHKOTHPOBAHKE C IIOMOIIBLIO PA3MTHYHBIX
HHTEPHCT-CEPBHCOB,

OcroBHbIE cOBETHI 110 0D0pbOE ¢ KubepOyLIHEIOM:
1. He Gpocaiica B 6o#t. Jlyqmnii cnocod: mocopeToBaThCd KaK ¢¢04 BECTH H, €CIM HET
TOTO, K KOMY MOXHO OOpATHTHCH, TO BHa4asle YCTIOKOHThCH. ECMH Thl HawHEIns

0TBEYATh OCKOPONEHHAMHM Ha OCKOPOIEHHS, TO TONLKO eme OOoNbIe pasexKellb
KOH(IHKT;

2. VYnpaeasi ceoelt kuGeppemyTaunei;

3. AHOHHMHOCTH B ceTH MuEumas. CyinectsyloT cnocoObl BBIACHWTH, KTO CTOHMT 3a

AHOHHMHBIM AKKAYHTOM;

He crout BecTt xynuranckuii ofpas BupTyansHo# »u3un. UurepHer gukcupyer sce

TBOM fAeficTBHA ¥ coXpaHaeT uX. Y zanuTh ux OyIeT KpalHe 3aTpPYAHUTENBHO;

5. Cobmopna# cBol BAPTYabHYIO 4€CTh CMOJIOAY;

6. Uruopupyd emMHHA4HBIA HeraTHB. OgHOpa30Bble OCKOPOMTENMBLHEIE COOOIEHMS
Jy4qile UrHOpHpPoBaTk, OOBMUHO arpeccHs IIpeKpallaeTea Ha HaYalbHOH CTanHu;

7. bau arpeccopa. B nporpaMmax o6MeHa MTHOBEHHBIMH COOOLIEHHAMH, B COIHANbHBIX
CeTAX €CTh BO3MOXHOCTh ONOKMPOBKH OTIPaBKH coobmeHHi#t ¢ onpeleneHHbIX
apecos;

B. Ecnmu t1er cBuaerens xubepOymnuura. Tsou nelcTBHA: BBICTYNHTL IPOTHB
NpEeCNEAOBATEN, [I0KA3aTh €My, YTO €ro ACHCTBHAS OUEHHABAICTCA HETATUEHO,
MOANEPXATh JKEPIBY, KOTOPOH HYXHA ICHXOJOTHYECKast MOMOIME, COOOLIMTE
B3pPOCABIM O haKTe arpeccHBHOTO NOBE/IEHHSA B CETH.

Mobunbuwiti meaegon

CospemeHHble cMapT)OHEI H IUTAHIIETHI coAepkar B cefe BHOOJHE B3POCIBIH
(b}'HKﬂHOHaJT, H TEIEPE OHH MOTYT KOHKYPHpPOBATE CO CTALUHOHAPHBIMHM KOMIIBIOTEpAMHY.
OpHako, CPeACTB 3aLUMTEI A1 [10JOOHBIX YCTPOMHCTB NOKa OY€HB Maslo. TecTHpOBaHHE H NMOKCK

YA3BMMOCTEll B HUX NPOHCXOMHT HE Tak MHTeHCHBHO, Kak ams [1K, To ke camoe kacaerces u
MOOUNBHBIX IIPHIOKEHUI,

C'DBp eMeHHBIE MOOHAbHEIE 6pay3epm YiKe NPaKTHUYSCKH NOTrHAlIK HACTOWIBHBIC aHAJIOTH,

OJHAKO pacimMpeHre OQyBKLHOHaia BnederT 3a cobod OONBLIYIO CHOXKHOCTD W MEHBLIYIO
3ALIHLIEHHOCTD,

Jlaexo He BCe HPOM3BOAMTENH BEIMYCKAXOT OOHOBNEHHA, 3aKPHIBAIONHE KPHTHYESCKHE
YA3BUMOCTH A CBOHX YCTPOHCTB.

Ocrosubie coBETHL U1 6e30NacHOCTH MOOUILHOTO TenedoHa:

1. Hudero e sBiseTcs No-HacTosiuemy GecruiaTHbIM. Byas ocTopoxed, Bems Korza
Tebe npepnaraloT OSCHIATHEIA KOHTEHT, B HEM MOrYT OBITH CKPEITEI KaKde-To
NIaTHEIE YCIYTH;

2. Jlymaii, mpexae dem otnpasuts SMS, doto uin sugeo. Tl TOYHO 3HASHIE, TAe OHK
OyAyT B KOHEYHOM HTOre?

Heobxonnmo oGHOBIATE OMIEPAUHOHHYIO CHCTEMY TBOETO cmaprhona;
Hcmons3yd aHTHBHPYCHEIE NPOrpaMMs! And MOOHIILHLIX TenedhOHOB;
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5. He 3arpy»aii IpHJIOXEHUSA OT HEMIBECTHOT0 UCTOUHHKE, BE/lb OHM MOTYT COXEpHaTh
BpEICHOCHOE TIporpaMMHoe obecneueHue;

6. Tlocne Toro Kax Tl BEIifeIL ¢ caiiTa, r¢ BBOAWI JMHYHYK) HHGODMAIMIO, 3aliiu B
HacTpoiiky Gpay3epa H yaanu cookies;

7. Tlepuoau4eckd npoBepAi KakHe ILIATHLIE YCIYI'H aKTUBHPOBaHbBI HA TBOEM HOMEDE,

8. JlaBail cBoH HoMep MOOHIBHOIO TenedoHa TONBKO MIOAAM, KOTOPBIX Thl 3HACINL M
KOMY OOBCPACILIR,

9. Bluetooth gomxen GeiTe BEIK/IOYEH, KOFZa THI KM He noibsyemrkca. He 3aOnimai
UHOr/la NPOBEPATE 3T0.

Online uepbi

CoBpemenHble OWNAWH-MrPHI ~ 9T0 KpacouHble, 3aXBaThIBAIOLIHE pPa3BIIEYEHHH,
06 BEMHAIOMME COTHE THICKY YeNOBeK TI0 BeeMy Mupy. Mrpoxu Hcenenmyior mavHemi UM Mup,
obmaTes APYr ¢ APYroM, BBIMOIHAIOT 3aJaHis, CPAKAXOTCH C MOHCTPAMM H TIOJAYHAKOT OIIBIT.

3a yZOBOJLCTBHE OHW ILNATAT: [OKYNAXT AHCK, OMJIAYHBAIOT aDOHEMEHT HIM NpuHOOpeTaroT
KaKHe-TO OMIIHH.

Bce aTH cpeAcTBa MAYT HAa TMOJMEPKAHHE M DPA3BUTHE HIPHI, a TAKXKE Ha caMmy
0e30MacHOCTh: COBEPIICHCTBYIOTCA CHCTEMBl AaBTOPH3AlUM, BBINYCKAIOTCS HOBEIE IaT4H
(undpoBbIe 3anIaTKU U1K IPOrpaMM), 3aKpEIBAIOTCA YA3BUMOCTH CEPBEPOB.

B nomobHBIX MIPEX CTOMT ONacarhcs HE CTOMBKO CBOMX COMEPHHKOB, CKOJIBKO KpPaXu
TBOET'0 [APOAis, HA KOTOPOM OCHOBAHA CHCTEMa aBTOPU3ALUHA OONBIIMHCTRA HID.

OcHoBHEIE COBETHI 110 6€30MacHOCTH TBOETO UIPOBOTO aKKaYHTa:

1. Ecxau npyroi urpok BegeT cefs I10X0 HIH co3iaeT Tede HENpHATHOCTH, 3a0I0KUpyH
€T0 B CIIHCKE HIPOKOB,

2. Tloxanyfica anMWHHCTPaTOpaM HIPhl Ha IUIOXO€ MOBEJAEHHE 3TOT0 HIPOKa,
WEIATeNIPHO NPHIOKHTh KAKKE-TO JOKA3aTe/IbCTBA B BUE CKPHHOB,

He yxa3mma#i nuunyto uHdopMalmo B npodatine urpsr;

YBaxkali ApYrHX y4acTHUKOB IO HIPE;

He ycranapnugail HeouIManEHEIC NATYH K MOJET,

Hcnmons3yit cnoxuble H pasHbIe Napoiny;

Jaxe BO BpeMs HIPEI HE CTOMT OTK/IOYAaTh aHTHBHPYC. IIoKa THI urpaems, TROH
KOMITLIOTEP MOTYT 338pa3HTh.

N R

DQuiiun2 UAY KPANCA RUHHBIX OAHHBIX

O6biunolt Kpajkel [eHer W JOKYMEHTOB CETOAHA YK€ HHKOrO He YIAMBMIIB, HO C

Pa3BUTHEM HMHTEDHCT-TEXHQJIOIMH  3/I0YMBIUUIEHHHKH NEPEMECTHINCH B HHTEPHET, ¥
[POAODKAIOT 3aBUMATECA «IFODHMBIMY JIEJI0OM.

Tak noseunacs HOBasd yrposa: HHTEPHET-MOMIEHHMYECTBA WTH (HIIMHT, IJIABHAS LeTh
KOTOPOrO COCTOMT B NOAYYEHHY KOHMHACHUMANBHBIX JAHHBIX NONL3OBATENEeH — JIOTHHOB M

naponed. Ha anrnufickom a3eixe phishing uuraercs kak ¢uumnr (ot fishing — pribuas moss,
password — naposis).

OcHoeHBle cOBETHI 10 Gopbbe ¢ PrILHHTOM:

1. Cneax 3a cBomM akxayHTOM. Eciu Tel mojospesaemtb, 4T0 TBOS aHKeTa Gbuia

B3IOMaH2, TO HeOOXOZMMO 3abNOKMpOBATE €¢ ¥ COOOIIHTE AAMHHHCTPATOpaM
pecypca 06 3TOM Kak MOXKHO CKopee;



2. Wcnonesyit OesonacHeie BeO-caiiThl, B TOM YHCNE, HWHTEPHET-MAarasuHOB W
MNOHCKOBBIX CHCTEM,

3. Hcnonwsyil cinoxHble W pasHele napond. TakuMm oOpasom, ecnu 1ebs B3IoMalwoT, TO
3I0YMBINUIEHEHKH ITOJIYSaT JOCTYI TONBKO K OMHOMY TBOEMY Npodiino B CETH, 4 He
KO BCEM;

4. Ecam Tebd p3noMai, TO HeoOXOnIMMO IIpelyNpeldHTh BCEX CBOHX 3HAKOMBIX,
KOTOpLIE x0o0aBNeHE! y TeOs B ApY3kiX, 0 TOM, 4TO Te0sS B3NOMATH H, BO3MOMKHO, OT
TBOEr0 UMEHH GYIET PAcChLIATLCA CMAM U CCHLUTKH HA QHIHHIOBbLIE CalfThl;

5. Ycranoer HaaexHsi napoms (PIN) Ha MoGHnbHEIH TenedoH,

OTknoun coxpaHenne napons B Opayaepe;

7. He oTkpoiBait dafinsl 1 Apyrie BIOKEHHS B NHChMAaX JaXe €CIM OHM NPHHUTH OT
TBOMX Apy3ei. Jlydine yTounHM y HAX, OTIPABIBUIH 14 OHH Tebe 21d Gaibl.

o

Hupposas penymayith

[ndposas penyranus - 3TO HeraTHBHas WIH NO3MTHBHAS WHGoOpMauus B ceTH o Tebe.
KOMHpOMB’FHp}IIOUlaﬂ anaopmauHa pasMeiUCHEAas] B HHTCPHETE MOXET CEpbC3HBIM OspEBDM

OTPa3sHTbCH HA TBOEH peanbHol »u3HH. «l|HdpoBas penyrauusay - 9T0 TBOH MMHIK, KOTOPbIK
dopmupyeTcs 13 HHGOpPMALIHK O Tebe B MHTEpHETE.

TBoe MecTo HTEIBECTBA, Y4eOLl, TBOe JHHAHCOBOE IOIOXKEHHE, OCODEHHOCTH XapaKrepa
H pacckasbl 0 GIH3KEX — BCE HTO HAKAILLKMBAETCA B CETH.

MHorse nonpocTky JErkOMBICIEHHO OTHOCATCS K IMyO/IMKanuu nHYeEo# HHbopMaiHs B
Huteprere, He MOHHMad BO3MOXHBIX NMocieAcTBUi. TH Aaxe He CMOMKEMDb AOTalaTbes O TOM,
4T0 (hoTorpadus, pasMeuieHHad 5 €T Ha3ajl, CTala NPHYUHON 0TKa3a NpUHATE Te0s Ha paboTy.

KoMMmenTapuu, pasmemeHne TBoumx Gortorpaduii M JApyrve AefCTBHA MOLYT He
WCYE3HYTh JIgWEe Iocle TOro, Kak Thl WX YA&iHmb. Thl HE 3Haellb, KTO COXPAaHHI 3TY
vH(OpManHio, NoNana Jid OHA B TIOWCKOBBIC CHCTEMBI H COXPaHWIach JIM OHa, a I7IaBHOE: 9TO
MmoAyMaioT 0 Tebe oKpyiKalomee MKOH, KOTOphle HaiayT u yBHAAT 310. Halitn undopmanuio
MHOTO JIeT CHyCT® cmoxeT moboi — Kak M3 HoOpbIX moOyxaeHHH, Tak M ¢ HaMEpEeHHEM
NPHYHHATE Bped. 3T0 MOXeT OBITE KTO YIOOHO.

OCHOBHBIE COBETHI I10 3aIHTE LHGPOBOH PENYTALHH:

1. Tlogymaii, npexje yeM 4To-To MyOIMKOBAaTh M MepenasaTh y ceba B Gnore unu B
COLMAIbHO¥ CeTH;

2. B pacTpoiikax npoduna yCTaHOBY OrpaHH4eHHs Ha IPOCMOTP TBOErO Mpoduad H ero
COIEPAKHUMOro, CAeNal ero TOJNbLKO A4 APY3eHy;

3. He pasMemait u He ykasemad HHOpPMALKIO, KOTOPas MOXET KOI0-1d60 OCKOpOIaTE
HAH 0OMKATE.

Asmopcroe npaco

CoBpeMeHHREIE IUKOBHHKH— AKTHBHBIC TIONB30BATENH LHUQPOBOrO NPOCTPAHCTBA,
Oznaxo jafexo He BCe JHAKOT, YIO NOJIb30BAHHE MHOTMMHA BO3IMOXKHOCTAMH LubpoBOro Mupa
TpebyeT cobMoNeH S NPaAR Ha HHTE/UIEKTYATBHYIO COOCTBEHHOCTD.

Tepmun «unTENIEKTYANEHAA COGCTBEHHOCTBY OTHOCHTCA K DPA3MYHBIM TBODEHHAM
YeJ0BEYSCKOro yMa, HayKuHas ¢ HOBBIX H300peTeHuil ¥ 3HaK0EB, 0603HAYAIOMX COOCTBEHHOCTE

HA TpPOAYKTHI ¥ YCIYTW , M 3akaHuuBas Kowramd, ororpadmami, KHHOGHIEMAMH H
MY3bIKATEHEIMH 11DOH3BEACHHUSMH.



ARTOpPCKHE IIpaBa — 3TO NPaB& HA HHTEIEKTYANIBHYIO COOCTBEHHOCTE Ha NPOU3BENEHHA
HayKH, TUTepaTypsl H HCKYCCTRA. ABTOPCKHE NPaBA BRICTYMAIOT B KaYeCTBE TAPAHTHH TOTO, YTO
MHTE/LIEKTYQTBHEI/ TBOPYECKHH Tpyx aBTopa He OyAeT HaupacHEIM, NAacT €My CHpaBeIMBEIE
BO3MOMHOCTH 3apaloTaTh Ha PC3yNBTaTax CBOEro TPYyXa, MOMYYHTh H3BSCTHOCTL H IPH3HAHHE.
Hukro Ges paspeniesus aBTopa He MOXKET BOCIIPOH3BOJIUTH €r0 MIPOH3BEEHHE, PACTIPOCTPAHATS,
IyONH9HO JIEMOHCTPHpPOBAaTb, IPOJABATb, HMIOPTHPOBATH, NYCKAaTh B IIPOKaT, NyOIHYHO
HCTIONHATE, MOKA3LIBATH/HCIIONHATE 8 3thkpe “nu pasmemars B METepHeTe,

Henosib30BaHie «IHPATCKOT0» MPOrpaMMHEOro obecneyeHHa MOMET IPHBECTH K MHOTHM
pUCKaM: ©T NOTePH JaHHBIX K TBOMM AaKKayHTaM g0 ONOKHMPOBKHM TBOEro YCTpOHCTBA, Iie
yCTaHOBNEHHBIH He JeranbHas nporpamma. He crouT Takke 3abbiBaTh, 4TO CYLUECTBYET
neraneHele ¥ SecraTHeIE NPOrpaMMEl, KOTOPEIE MOYXKHO HalTH B CETH.

O nopmane

Cerepuuok.p — TBOH rnaBHBIH COBETYMK B CeTH. 3IeCh ThI MOXEHIb Y3HATh O
©e30MacHOCTH B CETH MOHATHBIM H JOCTYIHBIM A3BIKOM, 4 MPH BOHHKHOBEHHH KPHTHYIECKOH
CHUTYAIlMM 00paTHTLCH 33 COBETOM. A TAaKKe NPHHATH YYACTHE B KOAKYPCAX M CTATh CAMBIM
U POBEIM I'pakIaHHHOM!







